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Abstract 

Artificial intelligence (AI), particularly generative systems, is reshaping higher education 

assessment by challenging traditional understandings of authenticity, authorship, and credibility. 

While AI offers affordances such as personalized feedback, instructional efficiency, and 

enhanced learning support, it also introduces significant risks, including hallucinated outputs, 

misinformation, and reduced transparency in knowledge production. These developments 

complicate the evaluation of student performance because AI-generated content may appear 

academically coherent and credible while lacking epistemic validity. Drawing on scholarship in 

human–AI interaction, credibility theory, and algorithmic transparency, this paper argues that 

assessment must be reconceptualized as an interpretive and interactional process shaped by both 

human and machine agency. In response, it proposes a conceptual framework integrating 

authenticity, trust, and transparency. 
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1. Introduction 

Artificial intelligence (AI), particularly generative systems such as large language models, is 

rapidly reshaping the epistemic and pedagogical foundations of higher education assessment. 

These technologies are no longer peripheral instructional tools but are increasingly embedded in 

how students generate, revise, and submit academic work. Their capacity to produce coherent, 

contextually appropriate, and human-like outputs has fundamentally altered the conditions under 

which learning evidence is created and evaluated. As a result, traditional assumptions regarding 

authorship, originality, and individual cognitive effort are becoming increasingly unstable, 

requiring a reconsideration of what constitutes valid academic performance in AI-mediated 

environments (Dwivedi et al., 2023; Fui-Hoon Nah et al., 2023). 

This transformation is particularly significant for authentic assessment, which has long 

functioned as a corrective to standardized and decontextualized evaluation practices. Authentic 

assessment emphasizes complex, real-world tasks that require students to demonstrate applied 

understanding, critical reasoning, and contextualized problem-solving. However, generative AI 

complicates this pedagogical foundation by introducing systems capable of simulating many of 

the cognitive processes that assessments are designed to evaluate. When AI systems can generate 

essays, analyses, and solutions that closely resemble competent student work, the distinction 

between demonstrated understanding and algorithmically generated output becomes increasingly 

difficult to sustain. 
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Beyond concerns of authorship, the integration of AI into assessment introduces a deeper 

epistemic challenge involving credibility and truth validation. Generative models are known to 

produce “hallucinations,” or outputs that are linguistically fluent yet factually inaccurate or 

fabricated. Such outputs may appear authoritative, particularly when embedded within polished 

academic discourse, making inaccuracies difficult for students and educators to detect (Alkaissi 

& McFarlane, 2023). Simultaneously, the rapid circulation of AI-generated content contributes to 

broader concerns regarding misinformation and epistemic distortion within digital knowledge 

systems (Monteith et al., 2024). Consequently, assessment is no longer concerned solely with 

what students know but also with whether presented knowledge can be epistemically trusted. 

These concerns are intensified by the structural opacity of AI systems. Most generative models 

operate through highly complex and non-transparent architectures that provide limited 

explainability regarding how outputs are produced. This “black box” condition constrains users’ 

ability to meaningfully interrogate the origins, reliability, or validity of generated content. 

Although transparency is frequently proposed as a mechanism for algorithmic accountability, 

research suggests that visibility alone does not necessarily produce interpretability or meaningful 

control, particularly for non-technical users (Ananny & Crawford, 2018; Larsson & Heintz, 

2020). Within educational contexts, this creates conditions in which assessment judgments are 

made under persistent epistemic uncertainty. 

From a theoretical perspective, these developments can be situated within frameworks of 

human–AI interaction and credibility assessment. The concept of machine agency suggests that 

users increasingly attribute communicative and cognitive capacities to AI systems, treating them 

as active participants in meaning-making processes rather than passive technological tools 

(Sundar, 2020). At the same time, credibility research demonstrates that information evaluation 

is often shaped by heuristic cues such as fluency, coherence, and perceived authority rather than 

systematic verification processes (Metzger, 2007; Sundar, 2007). Generative AI intensifies these 

tendencies by producing outputs that strongly activate credibility heuristics, thereby increasing 

the risk of overreliance and misjudgment of epistemic quality. 

Taken together, these developments reveal a fundamental tension within contemporary 

assessment systems: the need to preserve authenticity, credibility, and trust while simultaneously 

engaging with technologies capable of replicating and obscuring those same qualities. This 

tension cannot be resolved through minor procedural adjustments because it reflects a deeper 

transformation in the epistemology of educational evaluation itself. Instead, it necessitates a 

reconceptualization of assessment as an interpretive and interactive process shaped by human 

cognition, algorithmic systems, and institutional norms. 

In response, this paper argues that authentic assessment in the age of AI must be reframed as a 

negotiated and interpretive process rather than a purely human-centered demonstration of 

knowledge. Drawing on interdisciplinary scholarship from education, communication, and 

information science, the study examines how generative AI reshapes conditions of credibility 

and trust in assessment. Building on this synthesis, the paper proposes a conceptual framework 

that integrates authenticity, transparency, and trust as interdependent dimensions of AI-assisted 

assessment. This framework seeks to contribute to ongoing debates regarding how higher 
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education can preserve epistemic integrity while adapting to the realities of AI-mediated 

knowledge production. 

2. Authentic Assessment in the Age of Artificial Intelligence 

Authentic assessment has long been regarded as a response to the limitations of traditional 

standardized evaluation methods in higher education. Rather than emphasizing decontextualized 

recall of information, authentic assessment focuses on tasks that reflect real-world application, 

requiring students to demonstrate higher-order thinking, problem-solving, and contextualized 

understanding. This paradigm assumes that learning is best evaluated through meaningful 

performance in which students actively construct and apply knowledge in complex situations. 

However, the emergence of artificial intelligence (AI), particularly generative systems, disrupts 

this foundational assumption by introducing technologies capable of producing outputs that 

closely resemble human-authored work. Consequently, the integration of AI into educational 

contexts necessitates a reconsideration of authenticity as a central principle of assessment 

(Donghee Shin, 2022; Donghee Shin & Park, 2019). 

Beyond its pedagogical purpose, authentic assessment is closely tied to issues of credibility and 

trust. The validity of assessment outcomes depends on the assumption that student outputs 

genuinely reflect their knowledge, abilities, and intellectual engagement. In AI-mediated 

environments, however, this assumption becomes increasingly unstable. Generative AI systems 

can assist, augment, or fully produce academic outputs, making it difficult to determine the 

extent of actual student contribution. This shift challenges not only assessment design but also 

the epistemological foundations of evaluation, as educators must increasingly account for hybrid 

forms of authorship involving both human and machine participation (S. Shyam Sundar, 2020; 

Michael J. Metzger, 2007). 

2.1 Authenticity and Its Pedagogical Foundations 

The concept of authenticity in assessment is grounded in constructivist perspectives of learning, 

where knowledge is actively constructed through engagement with meaningful tasks and 

environments. Authentic assessment practices are intended to mirror professional or real-world 

contexts, enabling students to demonstrate not only content mastery but also transferable skills 

and applied understanding. Such practices prioritize complexity, contextualization, and learner 

agency, positioning students as active participants in the assessment process rather than passive 

recipients of evaluation. 

Even prior to the rise of AI, authentic assessment faced both conceptual and practical challenges. 

Concerns regarding subjectivity, scalability, consistency, and evaluative reliability have long 

complicated its implementation. These challenges become even more pronounced within digital 

environments, where the boundaries between original and mediated work are increasingly 

difficult to distinguish. The introduction of AI intensifies these concerns by enabling the rapid 

generation of contextually appropriate yet potentially superficial, misleading, or machine-

mediated outputs, thereby further complicating judgments of authenticity and evaluative validity 

(Donghee Shin, 2023; Hee Eun Park, 2024). 
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2.2 AI as an Affordance and Constraint in Assessment 

From an affordances perspective, AI technologies possess significant potential to enhance 

assessment practices in higher education. Generative AI systems can support personalized 

feedback, scaffold learning processes, and assist students in idea development, thereby 

contributing to more adaptive and learner-centered educational experiences. These capabilities 

align with broader trends in educational technology emphasizing flexibility, responsiveness, and 

individualized learning design (Yogesh K. Dwivedi et al., 2023; Fui-Hoon Nah et al., 2023). 

At the same time, AI introduces constraints that challenge the integrity and validity of 

assessment. The same technologies that enable support and instructional augmentation may also 

encourage over-reliance, reduce cognitive engagement, or generate outputs that obscure a 

learner’s actual level of understanding. This duality reflects the “double-edged sword” nature of 

generative AI, in which pedagogical affordances are inseparable from accompanying epistemic 

and evaluative risks (Hee Eun Park, 2024; Donghee Shin, 2022). Consequently, assessment 

practices must navigate the tension between leveraging the benefits of AI integration and 

preserving meaningful indicators of authentic learning and intellectual performance. 

2.3 Credibility, Trust, and the Problem of AI-Generated Knowledge 

A central concern in AI-assisted assessment involves the credibility of generated outputs. 

Credibility, understood as the perceived accuracy, reliability, and trustworthiness of information, 

plays a significant role in how students and educators evaluate academic work. Within digital 

environments, credibility judgments are frequently shaped by heuristic cues such as presentation 

quality, fluency, and perceived authority rather than systematic verification of content accuracy 

(Michael J. Metzger et al., 2010; S. Shyam Sundar, 2007). 

Generative AI complicates these evaluative processes by producing outputs that are linguistically 

coherent and contextually appropriate yet not necessarily factually accurate. The phenomenon of 

AI “hallucinations,” in which systems generate false, fabricated, or misleading information, 

presents substantial risks for assessment, particularly when such inaccuracies are difficult to 

detect (Hussam Alkaissi & McFarlane, 2023; Yogesh K. Dwivedi et al., 2023). As a result, the 

appearance of credibility may diverge from actual epistemic validity, thereby undermining trust 

in assessment outcomes and educational evaluation more broadly. 

2.4 Transparency, Accountability, and Human–AI Interaction 

The challenges surrounding credibility are closely connected to broader issues of transparency 

and accountability within AI systems. Many generative models operate with limited visibility 

into their internal processes, making it difficult for users to understand how outputs are produced 

or meaningfully evaluate their reliability. Although transparency is frequently proposed as a 

mechanism for improving algorithmic accountability, scholars argue that transparency alone is 

insufficient because users may lack the expertise or motivation necessary to interpret complex 

algorithmic systems effectively (Michael Ananny & Kate Crawford, 2018; Stefan Larsson & 

Heintz, 2020). 
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From the perspective of human–AI interaction, users engage with AI systems through ongoing 

processes of interpretation, negotiation, and sensemaking. These interactions shape how AI-

generated outputs are understood, trusted, and incorporated into educational practice. The 

concept of machine agency highlights the growing tendency of users to attribute autonomy, 

intentionality, and communicative capacity to AI systems, which subsequently influences how 

generated outputs are evaluated and legitimized (S. Shyam Sundar, 2020; Donghee Shin et al., 

2024). Within assessment environments, this suggests that authenticity and credibility are not 

fixed or purely objective properties but are co-constructed through dynamic interactions between 

human users and AI systems. 

3. Artificial Intelligence in Contemporary Assessment Practices 

The integration of artificial intelligence (AI) into higher education assessment is no longer 

speculative but increasingly embedded within everyday academic practice. From automated 

feedback systems to generative text production, AI is reshaping how assessment is designed, 

completed, and evaluated. These developments extend beyond efficiency gains, fundamentally 

altering both the nature of student engagement and the evidentiary foundations upon which 

learning is assessed. As AI systems become more accessible and sophisticated, their role is 

shifting from peripheral support technologies to active participants in knowledge construction, 

thereby redefining the boundaries of assessment itself (Yogesh K. Dwivedi et al., 2023; Fui-

Hoon Nah et al., 2023). 

At the same time, the adoption of AI within assessment remains uneven and context-dependent, 

shaped by institutional policies, disciplinary cultures, and user perceptions. While some 

educators integrate AI as a pedagogical resource, others perceive it as a threat to academic 

integrity and authentic learning. This divergence reflects broader uncertainties regarding how AI 

should be positioned within educational systems, particularly in relation to authorship, 

originality, and the evaluation of learning outcomes. Consequently, understanding AI in 

assessment requires not only a technical perspective but also a socio-cognitive framework that 

considers how users interpret, negotiate, and assign meaning to AI’s role in academic work 

(Donghee Shin, 2022; Bettina K. Waruwu et al., 2021). 

3.1 AI as a Tool for Personalization and Feedback 

One of the most frequently cited affordances of AI in education is its capacity to provide 

personalized feedback at scale. AI-driven systems can analyze student responses, identify 

patterns, and generate tailored feedback that supports learning progression and instructional 

adaptation. This capability addresses long-standing challenges in higher education, particularly 

in large classes where individualized feedback is constrained by time and institutional resources. 

By automating aspects of evaluation and instructional response, AI enables more timely and 

adaptive interactions between learners and educational content (Fui-Hoon Nah et al., 2023; 

Yogesh K. Dwivedi et al., 2023). 

However, the effectiveness of AI-generated feedback depends significantly on how it is 

perceived, interpreted, and utilized by students. Research indicates that users’ trust in AI systems 

strongly influences their willingness to engage with and act upon automated feedback. Factors 
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such as perceived credibility, transparency, and human-likeness play important roles in shaping 

these perceptions and interactions (S. Shyam Sundar, 2020; Bin Liu, 2021). Consequently, 

although AI offers substantial opportunities for enhancing feedback mechanisms, its educational 

impact remains mediated by complex psychological and interactional dynamics. 

3.2 Generative AI and the Transformation of Student Work 

Generative AI represents a more substantial transformation in assessment practices by enabling 

the production of complete academic outputs, including essays, reports, analyses, and problem 

solutions. Unlike earlier educational technologies that primarily supported isolated components 

of learning, generative systems can simulate higher-order cognitive processes, raising important 

questions regarding the extent to which submitted work genuinely reflects student understanding. 

This capability disrupts traditional assumptions about authorship and complicates the 

interpretation of assessment outcomes. 

The widespread accessibility of generative AI tools has also altered student learning behaviors 

and academic strategies. Emerging research suggests that students increasingly use AI not only 

for assistance but also for brainstorming, drafting, revising, and organizing academic work, 

effectively integrating these systems into everyday learning workflows (Lina I. D. Faruk et al., 

2023; Yogesh K. Dwivedi et al., 2023). While such practices may improve efficiency and 

productivity, they also blur the distinction between meaningful learning and technological 

outsourcing, making it increasingly difficult to separate genuine understanding from AI-

supported performance. This transformation necessitates a reconsideration of what constitutes 

valid evidence of learning within AI-mediated educational environments. 

3.3 Human–AI Collaboration and Hybrid Authorship 

Rather than conceptualizing AI solely as either a threat or a tool, recent scholarship increasingly 

emphasizes the collaborative dimensions of human–AI interaction. Within this perspective, AI is 

understood as a partner that augments human capabilities and enables new forms of creativity, 

reasoning, and problem-solving. This shift aligns with broader discussions of AI as a co-creator, 

where outputs emerge through iterative interactions between human input and machine-

generated responses (Donghee Shin, 2023; S. Shyam Sundar, 2020). 

However, the concept of collaboration introduces significant complexities for assessment, 

particularly regarding agency, authorship, and responsibility. If academic outputs are co-

produced through human–AI interaction, traditional evaluative criteria such as originality, 

individual effort, and independent cognition may no longer be sufficient. Instead, assessment 

frameworks must increasingly account for processes of interaction, decision-making, and critical 

engagement with AI-generated content. This shift requires movement away from purely product-

oriented evaluation toward process-oriented assessment, where greater emphasis is placed on 

how students use AI systems rather than simply whether they use them. 

3.4 Emerging Tensions in AI-Integrated Assessment 
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The integration of AI into assessment generates several interconnected tensions that challenge 

existing educational paradigms. First, there is a tension between efficiency and depth, as AI 

enables rapid production of outputs while potentially reducing opportunities for sustained 

cognitive engagement and reflective thinking. Second, there is a tension between accessibility 

and integrity, as AI technologies democratize access to knowledge and academic support while 

simultaneously increasing risks of misuse, dependency, and over-reliance. Third, there is a 

tension between innovation and regulation, as educational institutions struggle to balance 

technological adoption with the preservation of academic standards and evaluative legitimacy. 

These tensions are not merely technical but reflect broader epistemological and pedagogical 

concerns regarding the future of educational evaluation. They underscore the need for 

assessment frameworks capable of accommodating the complexities of AI-mediated learning 

while preserving core educational values such as authenticity, credibility, and intellectual rigor. 

Importantly, these tensions also establish the foundation for deeper concerns related to 

misinformation, trust, and epistemic reliability, which will be examined in subsequent sections 

(Sean T. Monteith et al., 2024; Donghee Shin et al., 2024). 

4. Risks, Credibility, and Misinformation in AI-Assisted Assessment 

The integration of generative artificial intelligence into educational assessment introduces a 

significant epistemic disruption in how credibility is constructed, evaluated, and sustained. 

Unlike earlier digital technologies that primarily supported information retrieval, organization, or 

editing, generative AI systems actively produce fluent, contextually coherent, yet potentially 

inaccurate content. This development creates conditions in which surface-level linguistic quality 

no longer reliably corresponds to epistemic validity or factual accuracy. A major concern 

involves AI “hallucinations,” where systems generate fabricated, misleading, or false 

information that nevertheless appears authoritative and convincing to users (Alkaissi & 

McFarlane, 2023; Dwivedi et al., 2023). Within assessment environments, this creates a serious 

evaluative problem: student outputs may appear academically sophisticated while remaining 

epistemically unstable, thereby weakening the reliability and integrity of assessment systems. 

4.1 AI Hallucinations and the Distortion of Epistemic Validity 

One of the most significant risks in AI-assisted assessment is the phenomenon of hallucinated 

content, in which generative systems produce information lacking grounding in verifiable 

evidence or factual data. These outputs are not random mistakes but structurally plausible 

statements generated through probabilistic language-modeling processes. Consequently, 

hallucinated content frequently evades detection because of its coherence, fluency, and 

academically polished presentation. Alkaissi and McFarlane (2023) emphasize that such 

hallucinations have direct implications for scientific and academic writing, particularly when 

users interpret linguistic fluency as evidence of correctness. Similarly, Dwivedi et al. (2023) 

argue that generative AI introduces new epistemic vulnerabilities into knowledge production 

systems by separating textual sophistication from factual accuracy. 

Within assessment contexts, this development creates a serious validity problem. Educators are 

no longer evaluating only student understanding but also the epistemic integrity of machine-
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assisted outputs. The challenge lies in the fact that hallucinated responses are often difficult to 

distinguish from accurate information without extensive external verification. This destabilizes 

traditional assessment assumptions in which clarity, coherence, and structural organization are 

treated as indicators of understanding. Consequently, AI hallucinations introduce a concealed 

layer of epistemic distortion that undermines the reliability of grading, feedback, and educational 

evaluation. 

4.2 Credibility Formation in AI-Mediated Environments 

Credibility in AI-assisted assessment cannot be understood as a fixed property of information but 

rather as a perception shaped by cognitive, contextual, and interactional processes. Research on 

online credibility demonstrates that individuals frequently rely on heuristic cues such as fluency, 

structure, and perceived authority when evaluating information quality (Metzger, 2007; Metzger 

et al., 2010). Generative AI systems are especially effective at activating these heuristics because 

they consistently produce polished and contextually appropriate outputs that may incorrectly 

signal factual reliability. 

At the same time, credibility judgments are influenced by expectancy-based mechanisms through 

which users interpret information according to prior beliefs, assumptions, and system 

expectations (Burgoon & Hale, 1988; Appelman & Sundar, 2016). In AI-mediated environments, 

such expectations are often amplified by the human-like communicative style of generative 

systems. As a result, students and educators may over-trust AI-generated outputs despite the 

absence of systematic verification. This creates a systemic risk in which perceived credibility 

diverges from actual epistemic reliability, particularly within high-stakes assessment contexts. 

4.2.1 Heuristic Processing and the Illusion of Accuracy 

A deeper dimension of the credibility problem lies in how users cognitively process AI-

generated content. According to heuristic-systematic processing models, individuals frequently 

rely on cognitive shortcuts when confronted with complex, ambiguous, or time-sensitive 

information (Metzger et al., 2010; Koh & Sundar, 2010). Generative AI intensifies this tendency 

by producing outputs that are not only fluent but also stylistically aligned with academic 

conventions and discourse patterns. 

This fluency creates what may be described as an “illusion of accuracy,” in which well-

structured and polished text is mistakenly interpreted as factually valid. Appelman and Sundar 

(2016) demonstrate that message credibility is strongly influenced by presentation quality, while 

Koh and Sundar (2010) show that users commonly depend on superficial cues when evaluating 

online information. Within AI-assisted assessment, this suggests that students may accept AI-

generated content without adequate critical interrogation, while educators may struggle to 

identify inaccuracies embedded within apparently sophisticated responses. 

The implications are substantial. Credibility in AI-mediated assessment becomes less dependent 

on truth verification and increasingly shaped by perceived plausibility and rhetorical fluency. 

This shift destabilizes conventional academic evaluation criteria, which traditionally assume an 

alignment between coherence and correctness. Instead, AI introduces a growing disconnect 
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between form and epistemic substance, requiring new evaluative approaches capable of 

accounting for machine-generated persuasion effects. 

4.3 Algorithmic Opacity and the Limits of Transparency 

Beyond hallucinations and heuristic bias, credibility challenges are further intensified by the 

inherent opacity of generative AI systems. Most large language models function as highly 

complex “black boxes,” in which relationships among input data, training processes, and 

generated outputs remain difficult to interpret. Ananny and Crawford (2018) argue that 

transparency, although frequently presented as a solution to algorithmic accountability, is 

fundamentally limited in its ability to generate meaningful understanding. Simply exposing 

system processes does not guarantee that users will be able to interpret, evaluate, or critically 

assess them effectively. 

Similarly, Larsson and Heintz (2020) contend that algorithmic transparency must be understood 

relative to user knowledge, interpretive capacity, and contextual conditions. Within educational 

settings, both students and educators may lack the technical expertise necessary to meaningfully 

evaluate AI system behavior. This creates a significant paradox: even when AI systems are 

intentionally designed to be transparent, their outputs often remain epistemically opaque to most 

users. 

As a consequence, transparency risks becoming performative rather than genuinely functional. It 

may provide the appearance of accountability without ensuring actual interpretability, 

comprehension, or control. Within assessment environments, this means that judgments 

regarding the credibility of AI-assisted outputs are frequently made without full visibility into 

how those outputs were generated, thereby further weakening trust in evaluation systems. 

4.4 A Multi-Layered Credibility Crisis 

Taken together, AI hallucinations, heuristic-based credibility judgments, and algorithmic opacity 

generate a multi-layered credibility crisis within assessment systems. At the content level, AI 

systems may produce inaccurate yet highly plausible information (Alkaissi & McFarlane, 2023). 

At the cognitive level, users may over-rely on fluency, structure, and presentation quality as 

indicators of truth and validity (Metzger et al., 2010; Appelman & Sundar, 2016). At the 

structural level, limitations in transparency restrict meaningful verification and interpretation of 

AI processes (Ananny & Crawford, 2018; Larsson & Heintz, 2020). 

This convergence suggests that credibility in AI-assisted assessment cannot be conceptualized as 

a stable or singular construct. Instead, it must be understood as a dynamic outcome emerging 

through interactions among human cognition, algorithmic design, and institutional evaluation 

practices. The resulting instability of credibility establishes the foundation for the next critical 

issue: how transparency and trust may be reconstructed within AI-mediated educational 

environments. 
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5. Transparency, Trust, and Human–AI Interaction in Assessment 

The credibility crisis introduced by generative artificial intelligence in assessment does not exist 

in isolation but is closely intertwined with broader issues of transparency, trust, and human–AI 

interaction. While Section 4 demonstrated how hallucinations, heuristic processing, and 

algorithmic opacity destabilize credibility, this section examines how these disruptions are 

managed, negotiated, or further intensified through user interaction with AI systems. Within 

contemporary educational environments, trust is no longer directed exclusively toward human 

evaluators or institutional structures but is increasingly distributed across both human and non-

human agents. This shift requires a reconceptualization of trust as a relational and mediated 

construct shaped by algorithmic systems, user cognition, and contextual expectations (Sundar, 

2020; Shin, 2023). 

5.1 Algorithmic Transparency and Its Epistemic Limitations 

Transparency has frequently been proposed as a foundational principle for ensuring 

accountability within algorithmic systems, including AI-assisted educational technologies. The 

underlying assumption is that making system processes visible enables users to better evaluate 

outputs, identify limitations, and make informed judgments. However, recent scholarship has 

critically challenged this assumption. Ananny and Crawford (2018) argue that transparency is 

inherently limited because it often produces visibility without comprehension. In other words, 

making systems observable does not necessarily render them understandable, interpretable, or 

meaningfully evaluable. 

Larsson and Heintz (2020) further contend that algorithmic transparency must be understood 

relative to user capacity, institutional structures, and interpretive competencies. Within higher 

education settings, these limitations are particularly significant because students and educators 

may lack the technical literacy necessary to interpret model behavior and assess algorithmic 

reliability. Consequently, transparency becomes asymmetrical: AI systems may become 

increasingly visible in principle while remaining opaque in practice. This paradox constrains the 

extent to which transparency can function as an effective mechanism for restoring trust in 

educational assessment processes. 

5.2 Trust Formation in Human–AI Interaction 

Trust in AI-assisted assessment should not be understood as a fixed belief but as an evolving 

psychological and relational process shaped through interaction with intelligent systems. 

According to Sundar’s (2020) framework of machine agency, users attribute varying degrees of 

autonomy, intentionality, and competence to AI systems depending on interaction experiences 

and system design cues. These attributions significantly influence how AI-generated outputs are 

perceived, evaluated, and integrated into decision-making processes. 

Shin (2023) extends this perspective by arguing that algorithmic interactions are inherently 

interpretive, requiring users to engage continuously in processes of sensemaking in order to 

evaluate system reliability. Within assessment contexts, trust is therefore not pre-established but 

continually constructed and reconstructed through repeated interaction. Students may initially 
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trust AI-generated outputs because of their fluency, coherence, and apparent sophistication, yet 

this trust may diminish when inconsistencies or inaccuracies become apparent. Conversely, 

repeated positive experiences may strengthen reliance on AI systems even in the absence of 

rigorous verification. Trust thus emerges as a dynamic consequence of ongoing human–AI 

interaction rather than a stable evaluative judgment. 

5.3 Machine Agency and the Redistribution of Epistemic Responsibility 

One of the most significant conceptual transformations introduced by AI in assessment involves 

the increasing perception of machine agency. Rather than functioning merely as passive tools, AI 

systems are increasingly perceived as active contributors to knowledge production and academic 

work. Sundar (2020) characterizes this phenomenon as the “rise of machine agency,” in which 

users attribute communicative and cognitive capacities to algorithmic systems based on their 

outputs and interactional behavior. 

Endacott (2024) further demonstrates that users frequently engage in relational interpretations of 

AI systems, treating them as quasi-social actors within decision-making and meaning-making 

processes. Within educational assessment, this perception complicates traditional understandings 

of authorship, accountability, and intellectual responsibility. If AI systems contribute 

substantially to the generation of academic outputs, responsibility for accuracy, originality, and 

epistemic integrity becomes distributed across both human and machine actors. 

This redistribution challenges foundational assumptions in higher education assessment, which 

have traditionally located epistemic responsibility exclusively with the student. In contrast, AI-

mediated environments require a reconsideration of accountability structures in which 

responsibility becomes shared, negotiated, and at times fundamentally ambiguous. 

5.4 From Transparency to Interpretive Accountability 

Given the limitations of transparency and the complexity of trust formation, recent scholarship 

increasingly advocates a shift toward interpretive accountability rather than reliance on purely 

technical transparency. This perspective emphasizes how users interpret, negotiate, and make 

sense of AI-generated outputs within particular contexts instead of assuming that system 

visibility alone guarantees ethical or trustworthy use. 

Shin et al. (2024) argue that algorithmic sensemaking is central to how users evaluate fairness, 

reliability, and legitimacy in AI systems. Similarly, Liu (2021) demonstrates that perceptions of 

uncertainty reduction in human–AI interaction are shaped not only by system transparency but 

also by perceived agency locus, relational cues, and interactional dynamics. Within assessment 

environments, this suggests that trust is co-produced through interpretation, interaction, and 

institutional framing rather than embedded exclusively within system architecture or technical 

design. 

From this perspective, transparency should not be understood as an endpoint but as a starting 

condition for ongoing interpretive engagement. Educators and students must critically engage 

with AI outputs not merely as informational products but as mediated constructions requiring 
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active evaluation, contextualization, and interrogation. Such a shift is essential for developing 

more resilient assessment practices capable of accommodating the complexities introduced by AI 

integration. 

5.5 Toward Relational Trust in AI-Assisted Assessment 

The analysis presented in this section suggests that neither transparency nor traditional trust 

mechanisms are sufficient to resolve the challenges introduced by AI in assessment. Instead, 

trust must be understood as relational, dynamic, and co-constructed through ongoing human–AI 

interaction. Algorithmic systems do not simply provide information; they actively shape how 

information is interpreted, evaluated, and legitimized within educational environments. 

When considered alongside the credibility disruptions discussed in Section 4, these dynamics 

reveal a broader epistemic transformation in higher education assessment. Trust is no longer 

anchored solely in human authority, institutional oversight, or traditional evaluative structures 

but is increasingly distributed across interconnected networks of human cognition and 

algorithmic mediation. Consequently, assessment design must move toward frameworks that 

explicitly recognize interactional processes, interpretive labor, and shared epistemic 

responsibility as central dimensions of AI-assisted educational evaluation. 

6. Toward a Conceptual Framework for Ethical and Credible AI-Assisted Assessment 

 

The preceding sections have demonstrated that artificial intelligence in higher education 

assessment introduces not a single disruption but a layered epistemic transformation involving 

authenticity, credibility, transparency, and trust. Rather than conceptualizing these constructs as 

isolated concerns, this paper argues that they operate as interdependent dimensions within a 

broader evaluative system shaped by ongoing human–AI interaction. In response, this section 

synthesizes these dimensions into a conceptual framework that repositions authentic assessment 

as a negotiated, interpretive, and technologically mediated process. 

6.1 Reframing Authenticity, Transparency, and Trust as Interdependent Constructs 

Traditional models of authentic assessment assume that validity is grounded in the alignment 

between student performance and real-world task representation. Within AI-mediated 

environments, however, this assumption becomes increasingly insufficient because assessment 

performance itself may be partially or fully co-constructed through interaction with generative 

systems. As demonstrated in earlier sections, AI-generated content introduces significant 

uncertainty regarding credibility and epistemic validity (Section 4) while simultaneously 

reshaping processes of trust formation, interpretation, and meaning-making (Section 5). 

Accordingly, authenticity can no longer be defined solely in terms of task realism or student 

independence. Instead, authenticity must increasingly be understood as interactional authenticity, 

where meaning emerges through the ways students engage with, evaluate, negotiate, and 

integrate AI-generated outputs into academic work. Within this framework, transparency and 

trust do not function merely as external safeguards or regulatory mechanisms but as mediating 
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dimensions shaping how authenticity is interpreted, negotiated, and validated in practice 

(Ananny & Crawford, 2018; Sundar, 2020; Shin, 2023). 

This reconceptualization positions assessment not as a fixed measurement of individual 

performance but as an evolving ecosystem of negotiated meaning shaped through interactions 

among human cognition, algorithmic systems, and institutional expectations. 

6.2 The Conceptual Framework: The Triadic Assessment Integrity Model 

Building upon this interdisciplinary synthesis, the paper proposes the Triadic Assessment 

Integrity Model (TAIM), which integrates three interdependent dimensions: 

• Authenticity (A) – the extent to which assessment reflects meaningful engagement with 

knowledge, including AI-mediated processes 

• Transparency (T) – the degree to which AI system behavior and output generation can be 

understood, interpreted, or critically interrogated 

• Trust (T*) – the relational and cognitive judgment of credibility formed through human–AI 

interaction and institutional framing 

These dimensions interact dynamically rather than hierarchically. Authenticity is influenced by 

trust in AI-generated outputs, trust is shaped by perceived transparency, and transparency affects 

how authenticity is interpreted and evaluated. Importantly, breakdown within any one dimension 

destabilizes the integrity of the broader assessment system. 

The TAIM framework extends prior scholarship on machine agency and algorithmic 

sensemaking (Sundar, 2020; Shin et al., 2024) by conceptualizing assessment not simply as an 

output-evaluation process but as a continuous interpretive cycle emerging through interaction 

between human users and AI systems. 

6.3 Implications for Assessment Design and Pedagogy 

The TAIM framework carries several implications for the redesign of assessment practices in 

higher education. 

First, assessment tasks must move away from exclusively product-centered evaluation toward 

process-visible forms of assessment in which students document how AI systems were used, 

questioned, interpreted, and integrated into their academic work. Such an approach aligns with 

the need to evaluate interpretive engagement and epistemic reasoning rather than merely the 

production of polished textual outputs. 

Second, educators must incorporate credibility literacy into assessment criteria and instructional 

practices. Given the risks associated with hallucinations, misinformation, and epistemic 

distortion (Alkaissi & McFarlane, 2023; Monteith et al., 2024), students should be evaluated not 

only on correctness but also on their ability to critically verify, contextualize, and interrogate AI-

generated information. 
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Third, institutions must move beyond simplistic transparency mandates and instead cultivate 

interpretive transparency practices in which students and educators are trained to critically 

engage with AI outputs rather than passively relying on system disclosures or surface-level 

explanations (Ananny & Crawford, 2018; Larsson & Heintz, 2020). 

Finally, trust itself must be treated as an educational outcome. Students should not be encouraged 

either to uncritically trust or categorically reject AI systems. Rather, they should develop 

calibrated trust grounded in contextual judgment, verification practices, and critical evaluation of 

AI-generated content. 

6.4 Reconstructing Assessment in the Age of AI 

This paper has argued that the integration of artificial intelligence into higher education 

assessment necessitates a fundamental reconceptualization of authenticity, credibility, 

transparency, and trust. Rather than treating AI as either a peripheral instructional tool or solely 

as a threat to academic integrity, it must be understood as an active participant in the epistemic 

construction of assessment outcomes. 

By synthesizing interdisciplinary perspectives from human–AI interaction, credibility theory, 

and algorithmic transparency, this study developed the Triadic Assessment Integrity Model as a 

conceptual framework for understanding AI-assisted assessment. The model emphasizes that 

assessment integrity can no longer be guaranteed solely through assumptions of individual 

authorship or independent cognitive production. Instead, integrity emerges through interactions 

among human cognition, machine agency, interpretive engagement, and institutional structures. 

Ultimately, the future of assessment in higher education will depend not on resisting artificial 

intelligence but on designing evaluative systems capable of critically and ethically engaging with 

it. This transformation requires a shift away from policing authenticity toward cultivating 

interpretive, credibility-aware, and ethically grounded assessment practices that reflect the 

realities of an increasingly AI-mediated knowledge ecosystem. 

7. Conclusion 

The rapid integration of generative artificial intelligence into higher education assessment has 

introduced profound epistemic, pedagogical, and evaluative challenges extending far beyond 

concerns about academic dishonesty or technological disruption. As this paper has demonstrated, 

AI systems fundamentally reshape how authenticity, credibility, transparency, and trust are 

constructed and interpreted within assessment environments. Generative AI not only alters the 

production of academic work but also destabilizes traditional assumptions regarding authorship, 

originality, and epistemic validity (Dwivedi et al., 2023; Fui-Hoon Nah et al., 2023). At the same 

time, hallucinated outputs, algorithmic opacity, and heuristic-based credibility judgments 

complicate the reliability of assessment systems and challenge conventional approaches to 

educational evaluation (Alkaissi & McFarlane, 2023; Metzger et al., 2010). 

Drawing on interdisciplinary scholarship from human–AI interaction, credibility theory, and 

algorithmic transparency, this study argued that assessment can no longer be understood as a 

purely human-centered process of knowledge demonstration. Instead, assessment must 
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increasingly be conceptualized as a negotiated and interpretive interaction among students, 

educators, algorithmic systems, and institutional structures (Sundar, 2020; Shin, 2023). In 

response to these transformations, the paper proposed the Triadic Assessment Integrity Model 

(TAIM), which positions authenticity, transparency, and trust as interdependent dimensions 

shaping the integrity of AI-assisted assessment practices. This framework highlights that 

assessment integrity is not guaranteed solely through individual authorship or technological 

regulation but emerges through ongoing processes of interpretation, verification, and relational 

trust formation. 

The implications of this reconceptualization are significant for higher education policy and 

pedagogy. Institutions must move beyond simplistic approaches that either prohibit or 

uncritically adopt AI technologies. Instead, educators and students must develop interpretive, 

credibility-aware, and ethically grounded assessment practices capable of critically engaging 

with AI-generated content (Ananny & Crawford, 2018; Larsson & Heintz, 2020). This includes 

emphasizing process-oriented assessment, credibility literacy, and calibrated trust rather than 

relying exclusively on traditional measures of originality or textual production. As AI systems 

continue to evolve, higher education will increasingly require evaluative frameworks recognizing 

the complex interplay among human cognition, machine agency, and institutional accountability. 

Ultimately, the future of assessment in higher education will depend not on resisting artificial 

intelligence but on reimagining assessment systems that preserve epistemic integrity while 

adapting to the realities of AI-mediated knowledge production. Such a shift requires movement 

away from static notions of authenticity toward more dynamic, relational, and interpretive 

models of educational evaluation capable of addressing the complexities of emerging human–AI 

learning environments (Shin et al., 2024; Sundar, 2020). 
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